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what biometric criteria they 
want to use, i.e. fingerprints. 
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Bank scans biometric criteria 
into their system and adds it to 
customer data. 
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Jponfirms all data is readable 
fjid access protected per their 
m set privacy levels. 
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data, password and biometric 
criteria are sent to the remote 
offsite database for future 
level III verification. 




460 



Public; ■< 

Name 
Address 
Phone Number 
Emergency Contact 
Blood Type 
Allergies 
Driver's License 



Customer sets 
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Merchant rings up 
goods or services. 
Decides Security Level 
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Customer presents 
Virtual Wallet to reader 
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& Above 



Reader opens Virtual Wallet. 
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Reader receives 
personal public 
data from virtual wallet 



Security Level II 



& Above 



Customer enters personal 
password & Places ID finger 
on Merchant's reader. 



(io to 740. Try 3 times. 
.After Third Attempt 
Em Fails Go to 910 
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"Error 
Please try again" . 
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customer's fingerprint 
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for password & Fingerprint 
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& personal password with 
data stored in Virtual Wallet. 

Fingerprint & password 
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(Customer 
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"Welcome. 
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Merchant verifies identity of 
customer using his 
personal public data. 
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Access virtual wallet & obtain 
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remote site verification of 
personal public data. 
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Search remote database for 
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Obtain customer's personal public 
data from remote database. 



"Match" 
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Display customer's 
personal public data 
obtained from the virtual 
wallet & the personal public 
data obtained from the 
remote site side by side. 

Highlight the differences. 
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the screen. 
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Customer selects 
which credit/debit card 
to use to pay 
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total amount due & proceed. 
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wallet database. 
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this transaction. 
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Close 
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cRecord transaction 
wn Virtual Wallet & 
Merchant's Register 



1360 



2 



1390 



Z 



Remaining difference 
is entered in receipt 
as still outstanding. 
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Close 
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Security Level III Addendum 
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Level III Security 
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Access virtual wallet's 
unique identification code. 
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Access OmniSafe remote Database. 
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Search OmniSafe remote 
database for virtual wallet's 
unique identification code. 
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k Notify 
Administration 
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Optional 



Merchant can 
reduce Security 
Level Reqmnts. 
Go to 710. 
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^ Compare data 

NO / All 3 sets of data 
match, fingerprint, 
personal password & 
customer data. 



Yes 



All data matches 
proceed. Goto 1060. 



Figure 15 




Remote Database Verifies & 
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Virtual Wallet to ATMreader 
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Security Level II 
& Above 

1750 /welcome. 
(Customer 
Name)". 
^Show "Personal/ 
Public Data" 



Reader receives 
personal public 
data from virtual wallet 



Security Level II 



& Above 



Customer enters personal 
password & Places ID finger 
on Merchant's reader. 



§b to 1 740. Try 3 times. 
' After Third Attempt 
m Fails Goto 1810 
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"Error 
Please try again". 
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Reader scans 
customer's fingerprint \^ 
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Interrogate Virtual Wallet 
for password & Fingerprint 
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Compare 
scanned fingerprint 
& personal password with 
data stored in Virtual Wallet. 

^Fingerprint & password 
match data. 



"Welcome. 
Please enter N 
password". 
"Please Place 

ID finger 
\on Reader? 



Security Level II 
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Security Level 
Goto 1870. 
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Access dial tone & modem. 
Dial into OmniSafe remote Database. 
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Search OmniSafe remote 
database for virtual wallet's 
unique identification code. 
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Compare data 
All 3 sets of data 
match, fingerprint, 
personal password & 
customer data. 
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Calculate % out of 
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data is to stored Data 
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From 1794 
after 3 failures 



Notify 
Administration 



All data matches 
proceed. Goto 1920. 
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Security Level II & III 
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"Unable to 
confirm identity.' 
Please contact 
your financial 
administrator 1 ' 




Store out of calibration results 
& presented fingerprint 
for future reverence. 
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Close 
Virtual Wallet 



"Thank you for 

shopping at 
(Store Name)" 



Security Level 
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Note; ATM bank 
can raise or lower 
Security Level based on 
transaction selected 
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From 1790 
From 2170 
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"Receive real cash." 
Real Cash = $ " 



"Load Virtual Wallet with 
Virtual Cash." "Virtual Cash =$ " 



"Exchange Virtual Cash for 
Real Cash" "Real Cash =$ " 



Status of "Savings account." 
"Checking account." 
"Credit/Debit card" 



"View Contents of Virtual Wallet" 

"Send or receive messages" 
"Other" 

Display all credit/debit 
cards & promos. 
Show virtual cash even if $0 



"Deduct money 

from; 
Savings account 
Checking account 
v Credit/Debit card", 
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Deduct money from 
Savings account 
Checking account 
v Credit/Debit card. 
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Enter 
amount 
requested 
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Access 
ATM Bank's 
access protocols. 
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Close Virtual Wallet 



Checking/Savings 
Account Go to 2010 
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Credit/Debit Card 
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Retrieve credit card data 
from customer's virtual wallet 
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Checking/Savings 
account data from 
Customer's Virtual Wallet 
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Access ATM Bank's 

account data. 
Use ATM protocols. 

Go to 2110 
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352. Close 
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Display Credit 

cards in 
virtual wallet. 

"Select card you 
wish to use." 
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Interrogate virtual 
wallet database. 



"Credit/Debit \ No 

Card transaction >« 

disapproved."/ Goto 
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No 



Complete Transaction. 
Give Customer receipt 




Access ATM Bank's 

account data. 
Use ATM protocols. 



'"Would you 
like another 
.Transaction? 
"Yes" 
"No" 




2120 



Record Transaction 
in Virtual Wallet 
& ATM 
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"Real Cash" access 
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Payment in 
"Virtual Cash" access 
Virtual Wallet & credit 
with "Virtual Cash". 
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even if $0 / 
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"Virtual cash 
is insufficient for 
this transaction 
v Choose another 
option." 
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Transaction" 

"Yes" 
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Deduct virtual cash 
from Virtual wallet. 



r j Record transaction 
f j in Virtual Wallet & 
t* ATM Bank account. 




Credit ATM 
bank account. 
Include Tracking No. 
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Access ATM 
bank's payment 
protocols. 



Go to 2120 
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2730 



Customer accesses 

non-secure files 
through a computer 
interface and changes, 
adds, deletes files such 
as MP3, pictures, text 
and business cards 
with no or simple 
security protocols 
i.e. passwords 



A change to the virtual 
wallet is required or 
desired by the customer 



No 



2720 y 

Change affects 
.security or financial^ 
protocols. 



2721 



1 



Yes 
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2750 



personal identification 
odata used to identify 
m customer such as; 
iName, Phone number 
W and Address 



2751 -j | 



Access virtual wallet 
change menu. Full 
Level III Security is 
required to effect change. 



% stomer inputs new data 
m or revises old data 




Display all 
files and 
their security 
protocol. " 
v "Add, Delete,, 
.Copy, etc."> 



"Warning 
Changes to 
these files 
requires Level 
security 
access." 



New credit card 
or expiration date 
Go to 3210 
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Virtual Wallet saves "old" 
data and immediately 
displays new data. 
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Personal Security 
information such as 
passwords or 
fingerprints 
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Customer inputs new 
password or fingerprint 



2770 



Go to 2775 



Virtual wallet saves new security 
information as "new" but does 
not activate new codes. 



2780 



Caution! You' 
must use both 
your "old & new" 
password and 
^fingerprint the, 
first time. 



Virtual Wallet does not 
open to either old or 
new identity data. 
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uses their virtual 
wallet to pay 
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Confirm Old Data/Security Protocols 



2810 
From 2880 ► 



2830 
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2890 



Gl to 2830. Try 3 times. 
After Third Attempt 
m Fails Go to 3110 



2880 



"Error 
Please try again" 



No 



System first looks 

at "old" data 
and confirms it. 



i 



Reader receives 
"old" personal public 
data from virtual wallet 



Customer enters their "old" 
personal password & 
Places "old" ID finger 

on reader to be scanned. 
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Reader scans 
customer's fingerprint 



Interrogate Virtual Wallet 
for password & Fingerprint. 



2820 



2840 



2850 
J 
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i 



2870 

'Compare "old" 
scanned fingerprint 
& personal password with 
data stored in Virtual Wallet. 
Fingerprint & password 
match data. 



Yes 



Welcome) 
(Customer 
Name)". 
v Show "Personal/ 
Public Data" 
(old) 



"Please enter 
"old"password". 
"Please Place 
^"old" ID finget 
von Reader/ 



Goto 
2910 
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Confirm New Data/Security Protocols 
2910 — | 



From 2870 



2930 



5990 



to 2930. Try 3 times. 
™After Third Attempt 
E Fails Go to 3110 



^ 2980 



"Error 
Please try again" 



No 



After "old" data is 
confirmed system 
confirms "new" data. 



Reader receives 
"new" personal public 
data from virtual wallet 



i 



Customer enters their "new" 
personal password & 
Places "new" ID finger 
on reader to be scanned. 
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Reader scans 
customer's fingerprint 



I 



Interrogate Virtual Wallet 
for password & Fingerprint 



2970 

Compare "new" 
scanned fingerprint 
& personal password with 
data stored in Virtual Wallet. 
^Fingerprint & password 
match data. 




2950 

J 



2960 



Welcome. 
(Customer 
Name)". 
Show "Personal 
Public Data" 

(new) 



Yes 



"Please enter 
"new" password"' 
"Please Place 
"new" ID finger 
on Reader", 



Go to 3010 
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From 
Confirm "old" Data 



3010 



Access virtual wallet's 
unique identification code. 



From 
Confirm "new" data 



3020 



Access OmniSafe remote Database. 



3030 



Search OmniSafe remote 
database for virtual wallet's 
unique identification code. 



■3040 



&050 



«3oto3210. 
HI Notify 
Administration 



Compare old data 
All 3 sets of data 
match, fingerprint, 
personal password & 
customer data.^ 



3060 



Yes 


All "old" 


> — ► 


data matches. 



^Security 
3 options 
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3096 



Disconnect from 
Remote database. 



3095 
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ZL 
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Activate new security 
protocols in the virtual 
wallet & remote database. 



3080 



Close virtual wallet or 
current transaction, 
may proceed. 



3090 



I 



Store all old data in 
virtual wallet. Record 
date when changed. 
Customer may delete 
this data at anytime. 



Replace all old data 
including personal 
Identification & Security 
with new data. 



3085 



Figure 30 



n 



v 



Store all old data 
in remote Database. 
Record date when 
data was changed. 
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From 2890/2990 
after 3 failures 
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Calculate % out of 
calibration presented 
data is to stored Data 



From 3050 



3120 




3122 



Store out of calibration results 
& presented fingerprint 
for future reverence. 




"Unable to \ 
confirm identity.X 
Please contact \ 
your financial / 
administrator"/ 
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Close 
Virtual Wallet 
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Invoke Security Options 
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3210 



Customer receives 
new credit card in the 
mail or Email that a 
new credit card is 
ready to be issued. 



3225 



New credit card 
or new card with new 
expiration date is mailed 
from issuer to customer. 



3235 




Customer takes new 
prd to their bank or 
$TM, kiosk or reader 
equipped merchant. 



32i5 



i 



rikccess virtual wallet 
^change menu. Full 
□Level III Security is 
required to effect change. 
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Customer or bank agent 
swipes new credit card 
through magnetic reader 
which transmits card data 
to customer's virtual wallet. 
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3230 



New credit card 
or new card with new 
expiration date will be 
sent electronically 
from issuer to customer. 



3290 



/"Warning! 
/ Changes to 
J these files will 
A change your 
\ financial 
\ data." 



3240 

L_ 


Customer takes virtual 
wallet to their bank or 
ATM, kiosk or reader 
equipped merchant or 
personal computer. 


3250 
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Access virtual wallet 
change menu. Full 
Level III Security is 
required to effect change. 
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Close Virtual Wallet 



Bank/Card issuer confirms 
customer's identity via 
the virtual wallet's 
security protocols 
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Virtual wallet accepts 
new credit card data 
and updates files. 



Bank/Card issuer sends 
encypted card information 
directly to the customer's 
virtual wallet via secure 
internet connection. 
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3310 Digital Signatures 



3320 



ZL 



Author developes document 
requiring signature; contract, 
loan, specification, etc. 



Author designates document 
authority; who can sign, who can 
revise, who can read. 



3350 



Z2 



Author contacts document 
participants tells them how to 
access document and what 
is their authority level. 



3360 



Document participants access 
document in remote database 
using level III security protocols 
based on their authority level. 



3385 



□ Electronic versions of the 
document can always be compared 
to the message digest to reveal 
all major and minor changes. 



3390 



I 



Printed versions of the document 
will carry an imbedded watermark 
to signify authenticity as well as the 
document signees. 
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Document is converted into 

a message digest with 
document authority attached. 



3340 
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Document is submitted to 
remote database and 
stored along with the 
document authority. 
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Signatures to the document are 
stored as part of the document. 



3380 
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Revisions to the document can 
only be made by those persons 
with revision authority. All revisions 
are stored in the database. 



Figure 33 



Security Level Logic Diagram 
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Voter registration is verified 
in accordance with national, 
state and local laws. 



3430 



Each voter receives a voter 
token (virtual wallet) that contains 
their personal info; name, address, 
birthdate, age, etc. Each token has a 
unique identification code that is 
registered to the voter. The token may also 
contain the voter's biometric signature; i.e. 
fingerprint, retna scan. 
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The voter presents themselves and 
their voter token to the polling 
judges when they vote. 
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The polling judges confirm 
the identification of the voter. 



3445 



Zl 



3440 



judges may also do a biometric scan 

and driver's lisense check to 
m confirm identity of the voter. 



,3450 
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The judge reads the information 
from the voter token. The token 
ID number and voter information 
is compared to the voter database. 



3460 



nVbter token also displays election 
status, "voted in this election yes/no" 
If all is correct the judge approves voter. 



Voter proceeds to voting 
booth with ballot and approved 
voting token. 
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Opens internal memory disk to 
tabulate vote. 



3480 



ZL 
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3470 — ) ~^ 



Voting booth reads voter's token and 
confirms not voted and approved. 



3490 



Voting booth tabulates votes 
and stores results. 
Records token ID#. 
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Voting booth updates token 
to "voted in this election" 
Closes token. 
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